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Integration with Aruba ClearPass

This site will be decommissioned on October 15, 2024. All content is migrated to Arista Community
Central. Visit Arista Community Central for help articles and community engagement discussions on the
complete range of Arista products.

This document describes how Arista Wi-Fi works with Aruba ClearPass to onboard Wi-Fi clients and keep
enterprise Wi-Fi networks secure. The first section describes the different Wi-Fi client types in an enterprise
environment and the typical connection workflows for these clients. The second section defines a Wi-Fi
policy based on the workflows. Subsequent sections describe how to configure Arista CloudVision
Cognitive Unified Edge and ClearPass to implement the Wi-Fi policy.

Typical Connection Workflows in Enterprise Wi-Fi

A typical enterprise network offers Wi-Fi access to the following types of client devices:

. Enterprise-owned devices (typically laptops): Assets of the enterprise that are issued typically by its IT
team to its employees and are part of the domain.

. Employee-owned (or BYOD, typically smartphones): Not assets of the enterprise, but employee-owned
devices used to connect to the enterprise Wi-Fi network.

. Guest-user devices (laptops or smartphones): Owned by visitors who might want to connect to the
enterprise Wi-Fi network as guests.

Based on the device type, enterprises want to restrict or allow access to parts of their network. Consider a
corporate Wi-Fi network with two SSIDs: a “Corporate” SSID for employees and a “Guest” SSID for visitors.
Below are the high-level steps for how each client device type connects to this network.

802.1x Authentication of Enterprise Users on Enterprise Devices
Assume that:

The employee usernames and passwords are defined in Active Directory (AD).
The wireless MAC addresses of the enterprise-owned devices are entered in ClearPass.

Enterprises typically use 802.1x authentication with PEAP (MSCHAPV2) for onboarding of clients using
enterprise-owned devices onto the intranet, i.e., the corporate VLAN.

The following figure shows the workflow.
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. The client sends an 802.11 Association Request for access to the corporate SSID.

. The Arista access point (AP) sends an EAP Identity Request to the client, which responds with an EAP
Identity Response message.

. The AP then sends a RADIUS Access-Request message to ClearPass. This message identifies the security
mechanism (PEAP MSCHAPv2) and the corporate intranet VLAN to which the SSID is mapped.

. ClearPass generates and sends a RADIUS-Challenge to the AP. The AP sends an EAP Challenge to the
client, which responds with an EAP Response.

. The AP passes on the client’s response to ClearPass via a RADIUS Access-Request. ClearPass queries its
database to verify the response.

. Once the response is verified, ClearPass sends a RADIUS Access-Accept to the AP. The AP sends an 802.11
Association Response to the client, granting it access to the network.

Employee-Owned Devices
Employee-owned devices can connect to the network using any of the following methods:
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e 802.1x authentication (with any type of EAP)
e Central web authentication (similar to the External Captive Portal with RADIUS method described later)

ARISTA

¢ A hybrid solution (802.1x authentication with some web sign-in or an “Accept” click for terms and

oo N -

conditions).

Guest Users

Guest users connect to the “Guest” SSID. A typical process is as follows:

Guest SSIDs are typically “Open.”

Visitors register at the front desk and receive a Guest-Wi-Fi PIN or password.
On connecting to the “Guest” SSID, visitors get Internet access by entering the PIN/password on a captive
portal page. Alternatively, they might first connect to the “Guest” SSID, self-register, and get login

credentials via email.

ClearPass supports this workflow using a standard protocol called WISPr.

Guest Client

HTTP Request for any URL

Enter username and password

4 Redirect browser to AP. Include username
and encoded password

Arista AP

ClearPass RADIUS

Redirect to ClearPass-hosted portal

> 2
>
Encode password using
the shared secret
+
RADIUS message requesting access (with
username and password)
» 5
RADIUS message granting guest access
6

As shown in the figure above, the guest user workflow consists of the following steps:

The guest Wi-Fi client connects to an SSID and attempts to access a URL on the internet.

The AP redirects the client to the portal page configured in ClearPass.

The guest user enters the username/password in the portal and submits the page to ClearPass.
Clearpass encodes the password (using the portal secret configured in CloudVision Cognitive Unified
Edge) and redirects the client web browser to the AP with the username and the encoded password
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included as URL arguments.

. The AP decodes the password and sends a RADIUS Access-Request message to ClearPass with the
username and password.

. ClearPass responds with a RADIUS Access-Accept message granting guest access and the client is
connected.

A Wi-Fi Policy
We can now define a Wi-Fi policy based on the workflows described above. The way to differentiate
between the use cases is to define a Role for each device type.

. L Authentication Traffic
Device Type Description SSID Role Name Method VLAN
Enterprise-owned Enterprise-owned
(MAC entered in devi P Corporate | Role-Onboard | PEAP VLAN1

evices.
RADIUS)
User-Owned (MAC Emplovee-owned
NOT entered in devpi)ceé Corporate | Role-BYOD PEAP VLANZ2
RADIUS) ‘
Guest V|S|§or/Guest-owned Guest Role-Guest WISPr/802.1x Cuest
devices. VLAN

Note: The table shows three roles on a single SSID, but you can define roles across multiple SSIDs as well.

Thus, based on the device type (mapped to a Role), users can connect to different SSIDs, use different
Authentication Methods, and are assigned different VLANSs. This allows you to control access for each role.
So, for example, once BYOD devices are mapped to a separate VLAN, their bandwidths can be capped,
and they can be restricted to access only the internet and not the internal enterprise resources.

The next sections describe how you can implement this policy on Arista CloudVision Cognitive Unified
Edge and ClearPass for two use cases of the Corporate SSID. The last section describes the process for
the Guest SSID.

Case 1: Enterprise 802.1x Authentication Using PEAP

This section describes how to configure CloudVision Cognitive Unified Edge and ClearPass to implement
the PEAP (MSCHAPvV2) based 802.1x authentication workflow for Enterprise-owned devices described
earlier.

CloudVision Cognitive Unified Edge Configuration

This section describes the steps to configure CloudVision Cognitive Unified Edge for 802.1x authentication
of corporate users
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RADIUS Profile

Under Configure > WiFi > RADIUS profile, select “Add RADIUS Server” and enter the ClearPass server details
as shown in the following figure.

.I'."I".":'F Tunn tard B Bk Radia Semtings Davies Sattinos

802.1x SSID Settings

Under Configure > WiFi, add a new SSID or modify an existing one to support 802.1x authentication. To do
S0, go to the Security tab of the SSID, select the “WPA/WPA2 Mixed Mode” option, and enable 802.1x.
Select the appropriate ClearPass servers under the Primary and Secondary tabs in the RADIUS Settings.
The following figure shows an example.
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Solect Seowrity Level for Assoolations

RADIUS Sattings

Raotry Paramaiers

Called Sration/NAS ID

ClearPass Configuration

Typical enterprise networks integrate the ClearPass RADIUS server with an Active Directory, although they
could use ClearPass itself as a username and password store. The process below describes the Active
Directory case.

Broadly, configuring ClearPass for user and client onboarding consists of the following steps:

. Add Arista APs as authorized ClearPass RADIUS clients.
. Point ClearPass to the Active Directory.
. Create a Service that uses PEAP as the Authentication method and points ClearPass to the Arista SSID.

Each of the steps is described in detail below.

Arista APs as RADIUS Clients
Note: The steps below assume that ClearPass RADIUS has been installed in the network.

You can add Arista APs as authorized clients of ClearPass RADIUS under Configuration > Network >
Devices in the ClearPass Policy Manager as shown below. Click Add and the Add Device window appears.
Enter the Arista AP information in the Name, IP or Subnet Address, Description (optional), and the RADIUS
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Shared Secret fields of the Add Device window. The other fields use default values.

Lotbegp i

e
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arubd ClaarPass Policy Manager e
eetwork Devices. G=l

Active Directory

Note: The steps below assume that ClearPass RADIUS has been installed in the network and is able to

access the Active Directory (AD) username and password store.

You can point ClearPass to the AD under Configuration > Authentication > Sources > Add as shown below.

ClearPass Pu_licy Manager

Configuration = Authentication » Sources = Add

Authentication Sources

Attributes Summary

MName:

Description:

Type:

Use for Authorization:

Authorization Sources:

Server Timeout:
Cache Timeout:

Backup Servers Priority:

Active Directory H

Enable to use this Authentication Source to also fetch role mapping attributes

Remove
View Details
== Babict -- H
10 seconds
36000 | seconds
Move Up
Move Down

Add Backup Remaove
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Create a Service
Finally, under Configuration > Services, create a Service that uses PEAP-MSCHAPV2 as the authentication
method and points ClearPass to the Arista SSID. Set the NAS Identifier to the Arista “Corporate” SSID.

Case 2: Enterprise 802.1x Authentication Using EAP-TLS

This section describes how to configure CloudVision Cognitive Unified Edge and ClearPass to support
Enterprise 802.1x Authentication, i.e., the onboarding of users connecting to the Corporate SSID, using
EAP-TLS.

Enterprise-Owned Client Avrista AP ClearPass
PEAP (First attempt)
/ 1. PEAP-based authentication request . \
- Credentials
I >
* MAC matches that of an
“enterprise-owned” device
Success: Enterprise-owned device -

2. Redirect to ClearPass-hosted certificate portal

3. Install EAP-TLS Certificate

\‘. | v/

EAP-TLS (Subsequent Attempts)

EAP-TLS Authentication for Subsequent Attempts

As shown in the preceding figure, the onboarding process broadly consists of three steps:

. When an enterprise-owned client device first attempts to connect to the Corporate SSID, it does PEAP-
based authentication with the RADIUS server. The RADIUS server has the client MAC address and therefore
recognizes it as an enterprise-owned device.

. The Arista AP redirects the client to a portal hosted on ClearPass, from where the user can install an EAP-
TLS certificate on the client. (See Appendix for steps on how to install the certificate on a client.)

. Once the certificate is installed on the client, subsequent connections of this client to the SSID use EAP-
TLS.

A key difference between PEAP and EAP-TLS is that PEAP uses only a server-side certificate and EAP-TLS
uses both server-side and client-side certificates. With the client-side certificate, EAP-TLS adds another
layer of protection to the user’s password. Access to a user’s password is no longer enough to break into
the network; the client also needs to have a valid certificate.
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CloudVision Cognitive Unified Edge Configuration

Broadly, configuring CloudVision Cognitive Unified Edge to work with ClearPass consists of three steps:

1. Point the Arista APs to the ClearPass RADIUS server.

2. Define Role Profiles corresponding to the roles in the Wi-Fi policy described above.
3. Configure Role-Based Access Control, wherein you define the Vendor Specific Attributes (VSA) that
ClearPass will use to communicate roles in the RADIUS response.

Each of the steps is described in detail below.

RADIUS Settings

1. Under Configure > RADIUS, create a RADIUS object and enter the details of the ClearPass RADIUS server,
including the IP address and the Shared Secret. Note: Enter the same Shared Secret in ClearPass RADIUS
settings when you define Arista APs as ClearPass RADIUS clients (see the Corporate SSID: ClearPass

Configuration section).

2. Add the ClearPass RADIUS server to the SSID > Security tab.
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Solect Seowrity Level for Assoolations

RADIUS Sattings
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Role Profiles

Under Configure > Role Profile, add the Role Profiles shown below.

Frireci

Barchaidih
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The table below shows what you need to define within each Role Profile.

Role Name VLAN ID  Redirection
Role-TLS VLAN 1 | Disabled
- Enabled

- In the Redirect URL field, enter the IP/URL of the ClearPass certificate-
onboarding portal where you want to redirect users.

« Enable HTTPS Redirection

- Under Websites that can be accessed before authorization, enter the IP/URL
of the ClearPass certificate-onboarding portal and enter www.apple.com

Role-BYOD VLAN 3 | Disabled

Role-Onboard | VLAN 2

This configuration supports the workflow described earlier. When an enterprise-owned client first
connects to the SSID, it authenticates using PEAP and is assigned “Role-Onboard”. This causes the client to
be redirected to the ClearPass certificate-onboarding portal, from where it installs the EAP-TLS certificate.
The next time it connects to the SSID, it uses EAP-TLS and is assigned “Role-TLS".

When a BYOD client connects to the SSID, it authenticates using PEAP and is simply put on a different
VLAN.

Vendor Specific Attribute

Under SSID > Access Control, enable Role-Based Access Control, and enter the RADIUS Vendor-Specific
Attribute (VSA) details as shown below. ClearPass uses the VSA to return a role in the RADIUS “Access
Accept” message.

Barchaict Barahavicit Barsdwicl
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ClearPass Configuration

Typical enterprise networks integrate the ClearPass RADIUS server with an Active Directory, although they
could use ClearPass itself as a username and password store. The process below describes the Active
Directory case.

Broadly, configuring ClearPass for user and client onboarding consists of the following steps:

Add Arista APs as authorized ClearPass RADIUS clients.

Point ClearPass to the Active Directory.

Define a new Certificate Authority.

Create a Certificate-Onboarding Portal, from where the user installs the client-side certificate.
Define the Role-Based Access Control mechanism.

Create a Service tying all the above steps together and pointing ClearPass to the Arista SSID.

Each of the steps is described in detail below.

Arista APs as RADIUS Clients
Note: The steps below assume that ClearPass RADIUS has been installed in the network.

You can add Arista APs as authorized clients of ClearPass RADIUS under Configuration > Network >
Devices in the ClearPass Policy Manager as shown below. Click Add and the Add Device window appears.
Enter the Arista AP information in the Name, IP or Subnet Address, Description (optional), and the RADIUS
Shared Secret fields of the Add Device window. The other fields use default values.

ruba ClearPass Pobey Manager s vtk Adbiiieniin]
Hetarh Dervices |:

Active Directory
Note: The steps below assume that ClearPass RADIUS has been installed in the network and is able to
access the Active Directory (AD) username and password store.

You can point ClearPass to the AD under Configuration > Authentication > Sources > Add as shown below.
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ClearPass Pn_licy Manager

Configuration = Authentication = Sources = Add

Authentication Sources

m Primary Attributes Summary

Name: )
Description:
Type: Active Directory -
Use for Authorization: Enable to use this Authentication Source to also fetch role mapping attributes
Authorization Sources:
Remove
View Details
== Bt == H
Server Timeout: 10 seconds
Cache Timeouk: 36000 |seconds
Backup Servers Priority: Move Up
Move Down
Add Backup Remave

Certificate Authority
Note: The steps below assume that Certificate Authority (CA) certificates have been installed in ClearPass
RADIUS to support certificate-based transactions.

Go to Home > Onboard > Certificate Authorities and follow the “Create new certificate authority” wizard
shown below.

Hame » Ondasrd » Certifisate Actheries
g Create reow CorifiCate akhority

o antasrd
il SEBFL Here

m L 1ds B b manage cetilicats suthorites

Certificate Authorities

This video by ClearPass explains the process.

Certificate-Onboarding Portal
The next step is to create the certificate-onboarding portal. WiFi clients will be redirected to this portal to
generate and install client certificates for EAP-TLS.

To create a portal in ClearPass, you need to create a Configuration Profile followed by a Provisioning
Profile. Go to Onboard > Deployment and Provisioning > Configuration Profile and follow the “Create new
configuration profile” wizard shown below.
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Configuration Profiles

Lise mig |8 menage coefiguraton profies

Next, create a Provisioning Profile using the Configuration Profile.

Ssgpert | Heg | Lo

o ClearPass Onboard bhupingor, miars (IT Administrat

i Create new provisioning settings

J ontawd Provisioning Settings

LS s ST 10 MBABHE BISEEIONND SEMNGES.

This video by ClearPass explains how to create Configuration and Provisioning Profiles.

Once you have created a Provisioning Profile, it will appear under Onboard > Deployment and Provisioning
> Provisioning Settings. Click Test to see the configured portal.

wlp Start Here 7. TLS Cartificate Onboarding Portal Arista Corp OnBoard CA Arsta Onboarding Profile
& Configuration Profiles This is Eive comliguratiaon sei for devioe provis

[ | Provisioning Settings| ) Show Details |4 Eain _*y Duplicate ) Delete e Test

You now need to redirect the “Role-Onboard” Wi-Fi users to this portal. To do so, copy the portal URL from
the browser. Go to CloudVision Cognitive Unified Edge. Under Configure > Role Profiles, select the “Role-
Onboard” profile, enable Redirection, and paste the URL in the Redirect URL field as shown below.

Role-Based Access Control
The ClearPass workflow to configure Role-Based Access Control consists of the following steps:

Define the Roles.

Define a Role Mapping, i.e., a set of conditions that decide which role is assigned.
Define an Enforcement Profiles, i.e., the actions used to assign roles.

Define the Enforcement Policy, i.e., the actions that trigger the role assignment.
Create a Service that ties everything together.

© Arista Networks | 14
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Each step is described in detail below.

. Create the three Roles under Configuration > Identity > Roles as shown below.

aruba ClearPass Policy Manager

Dashboard L] Configuration = Identity = Roles
[5] Monitaring L] Roles

-, Configuration
iF Start Here Rale deleted successfully
{} Services
= Authentication Filter: PMame i containe uﬁ.uh.-.- * n Claar Fillar
O Methods

-4 # Name & Deseription
1 Sources

1. Rode-BYOD
2 Rode-Onboard

& Identity
i Singhe Sign-0n (550)
£ Local Users 3. Rode-TLS

i Endpoints Showing 1-3 of 3
i Static Hast Lists

£ i)
i3 Rode Mappings
T Posture
|_£F Enforcement

. Under Identity > Role Mappings, define a Role Mapping—a set of conditions that decide which role is
assigned to an authenticated client. “Role-Default” is assigned if none of the conditions is met, but this
scenario will never arise in our case. Note: The group Corp-Clients (used in Condition #2 below, for the

“Role-Onboard” case) is a list of wireless MAC addresses of enterprise-owned devices. You can create this
group by entering the MAC addresses of enterprise-owned devices in Configuration > Identity >Static Host

Lists.
Dashboard L] Configuration =» ldentity > Role Mappings »» Edit-Arista-CP-Roles-Mapging
(=] Monitaring [l Role Mappings - Arista-CP- Roles-Mapping

e - R

L) Start Here

{3 Services Ealicy; - -
= Authentication ooy fama Arista-CP-Rolee-Mapping
£3 Methods Description:
£% Sources Default Role: Role-Default
4
Q 1dentity Mapping Rules:
£3 Single Sign-On (SSO) Fules Evaluation Algorithm: First applicable
o)
i} Local Users Conditions Role Name
i} Endpaoints 1. (Authentication : QuterMethod EAPR-TLS) Role-TLS
i3 Static Host Lists {Authentication : DuterMeathod ENP-PEAF) :
w Roles 2. (Radius: IETF: Calling-Station-Id Corp-Clignts) Role-Onboard
i
5 3. [Authentication : DuterMethod EAP-PEAP) Role-8Y0D
e 3 Role Mappings)
1 Posture

i Enforcement
3 Policies
£} Profiles

. Define the three Enforcement Profiles, one for each role. Enforcement Profiles are basically actions—in our

case, values that ClearPass RADIUS must return in the “Access Accept” message. You can define

Enforcement Profiles under Configuration > Enforcement > Profiles. The “Role-Onboard” profile is shown

below; you can similarly define the other two profiles.

© Arista Networks
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arvba ClearPass Policy Manager
Dashboard Lkl Configuration = Enforcement = Profiles = Edit Enforcement Profile - Role-Onboard
[Z] Monitoring L] Enforcement Profiles - Role-Onboard
ey mm '
o " summary LT TR
(i Methads
Profile:
{3 Sources e
Name: Role-Onboard
& Tdentity = =
eson o
£ Single Sign-On (S50) ¥
L3 Local Users Type: el
L Endpoints Action: Accept
{} Static Host Lists Device Group List: 1.Arista APs
{3 Roles Attributes:
3 Role Mappings Type Name Value
+ 1 Posture 1.|Rad|us:A:uba Aruba-User-Role = Role-TLS
$§ Enforcement
{3 Policies
r ] Profiles

4. To associate profiles (actions) to the roles via conditions, define the Enforcement Policy under

Configuration > Enforcement > Policies as shown below. Note that the top condition here is that the user’s

account is disabled in the AD.

arvba ClearPass Policy Manager
Dashboard ] Configuration == Enforcement == Policies »= Edit - Arista-CP-Reles-Policy
(5] Monitoring M Enforcement Policies - Arista-CP-Roles-Policy
-HUD fenfeummian Summary Enforcement Rules
3 Methods
£ Sources Enforcement: .
& MName: Arista-GP-Roles-Policy
i Identity

Description:

£ Single Sign-0On {S50)

£} Loeal Users Enforcement Type: RADIUS
i} Endpaoints Default Profile: [Deny Access Profile)
i Static Host Lists Rules:
¥ Roles Rules Evaluation Algorithm: First applicable
£ Role Mappings Conditions Actions
+ M Posture 1. [Authorization:AD-Server: ACCountStatus 66050) [Deny Access Profile]
£ Enforcement 3, (Tips:Rale 7 Role-TLS) S
ot 3. (Tips:Role Role-Onboard) Role-Onboard
-4 Neﬁ::ﬁles 4, (Tips:Role Role-BYOD) Role-BYOD

Arista SSID. As shown below, you need to set the NAS Identifier to the Arista “Corporate” SSID.

© Arista Networks
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Configuration »» Services »» Edit - Arista-ClearPass-Integration
Services - Arista-ClearPass-Integration

m Service Authentication Authorization Roles. Enforcement

Service:

Mame! Arista-ClearPass-Imtagration
Description: Arista 80210 X Wireless Access Service
Type: 802, 1X Wireless

Statis Erabiled

Monitor Mode: Disabled

More Options: Authorizaticn

Match ALL of the following conditons:

Type Mame Operator WValue
1.| Radius: [ETF NAS-Port-Type EQUALS Wireless-B02.11 (19)
2.|Radius: IETF MAS - lderntifier EQUALS Corporate

Authentication:

huthentication Methods: 1. [EAP PEAP)

2. [EAP TLS]

Authentication Sources; AD-Server
Strip Username Rules

Authorization:

Authorization Details: AD-Server
Roles:

Rode Mapping Palicy: Arista-CP-Roles-Mapping
Enforcamant:

Use Cached Results: Cisabled

Enforcement Palicy: Arista-CP-Roles-Policy

Approaches to Guest User Onboarding

Arista WiFi Guest users can be onboarded using one of two approaches:

Using Role Profiles: In this approach, you configure CloudVision Cognitive Unified Edge to assign two roles:
a pre-authentication role and a post-authentication role. The pre-authentication role redirects guest clients
to a web-authentication portal and the post-authentication role grants access to guest users.

Using Captive Portal: In this approach, you configure a third-party hosted captive portal in CloudVision
Cognitive Unified Edge, with the ClearPass web-authentication portal as its splash page. This approach is
useful when you want a captive portal experience for guests—a splash page, a landing page, and/or a
walled garden of sites that guests can access before authentication. Because the guest role is the only role
on the Guest SSID, in this approach you can simply define a “Guest” role in ClearPass and tie it to the Arista
WiFi Guest SSID; you need not define any roles in CloudVision Cognitive Unified Edge.

The next two sections describe the steps to configure CloudVision Cognitive Unified Edge and ClearPass
for each approach.

Guest User Onboarding Using Role Profiles

The workflow for guest user onboarding using role profiles is shown in the figure below.

© Arista Networks |17
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Client AP ClearPass

Connect to the SSID Access Request (Username: Client MAC)

Access Accept (VSA: Pre-Authentication
Role with redirection to Web Authentication

Redirect to Web Authentication Portal Portal)
2 I -

Username and password

i
3 “ Verify username and
o password. Add Client
< MAC as “known”.
CoA Request (VSA: Post-Authentication Role)
e
CoA ACK — 4

Connect (apply Post-Authentication role)

1. When the client first connects to the SSID, the Wi-Fi access point (AP) sends an Access Request containing
the client’s MAC address to ClearPass.

2. ClearPass responds with an Access-Accept message containing the Pre-Authentication role.The Pre-
Authentication role redirects the client to the ClearPass web authentication portal.

3. The user enters a username and password into the portal. ClearPass authenticates these credentials and
saves the client MAC address against this user (per the MAC Caching configuration).

4. ClearPass then sends a Change of Authorization (CoA) message containing the Post-Authentication role to
the AP. The AP connects the client to the network.

CloudVision Cognitive Unified Edge Configuration

The CloudVision Cognitive Unified Edge configuration involves pointing CloudVision Cognitive Unified
Edge to the ClearPass RADIUS server, defining the two roles (pre-authentication and post-authentication),
and configuring role-based control on the SSID.

ClearPass RADIUS Profile
Under Configure > WiFi > RADIUS profile, select “Add RADIUS Server” and enter the ClearPass server details
as shown below.
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WIF| - SSID RADIUS Tunnel Interfacs
@ Primary Aut
RADIUS Server Name

Authentication Port Accounting Por

1812 = [1-85535 813 = [1-85535

(11

TETEAT TR

Pre-Authentication Role

The Pre-Authentication role profile enables redirection to the URL of the ClearPass web authentication

portal, as shown below.

Note: You must add the web authentication portal URL, and ports 80 and 443 to the “Websites That Can

Be Accessed Before Authorization” list.
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User Bandwidth Control

B redirection

B HTTPS Redirection

Certificate Information

Websites That Can Be Acoessed Belore Authorization *

You need to configure ClearPass to return this role in the Access-Accept message it sends to the AP.

Post-Authentication Role

The Post-Authentication role profile defines the connection settings (e.g., VLAN, Firewall rules) for

successfully authenticated guest clients.
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You need to configure ClearPass to return this role in the Change Of Authorization (CoA) message it sends
to the AP.

RADIUS MAC Authentication and Role-Based Control
The steps to configure RADIUS MAC Authentication and Role-Based Control are:

1. Under SSID > Access Control, enable Client Authentication > RADIUS MAC Authentication and select
“Disconnect” if authentication fails. This causes the client to disconnect if authentication fails. If
authentication succeeds, roles defined in the SSID are applied.

2. Next, under RADIUS Settings, select the ClearPass server. Note: Set the Calling Station ID to %m-%s (MAC
Address and SSID), and the NAS ID to “%s” (only the SSID).

3. Finally, enable Role-Based Control on the SSID and assign the two roles via the RADIUS VSA, as shown
below.
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ll'v"-l\n"l| F| - S51D RADIUS Tunnel Interface Role Profile Radic Settings Device Settings
Changes to this 5510
@ ABC COI’D Guest Basic Security Metwaork Access Control Cap
@ Disconnect Stay connected
Role Based Control
'@' RADIUS V5S4 This setting is not edifable because Client Authentication via Google Infegration is disabled.
Rule Type ™ Vendor ID * Attribute ID *
Custom RADIUS attributes WSA - 14823 = =
Operand Assign Role
atch - -
Bonjour Gateway Select Al
Test Role (Test User Role
Arista Post
Redirection ation (Post
Arista Pre-Authentication
S S . o Pre-Authentication)
Blacklisting and Whitelisting of WiFi (

Note: For ClearPass, use Custom RADIUS Attributes, and set Vendor ID to “14823” and Attribute ID to “1".

ClearPass Configuration
The logic behind the ClearPass configuration for role-profile based access is as follows:

¢ |f a device attempts MAC authentication via Arista Wi-Fi and ClearPass has no cached role for the device,

then redirect the device to the guest login page.
¢ Once the user logs in to Guest, set the role to “Guest” and send CoA with the Post-Authentication user role

to the AP.
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e For subsequent MAC Authentication requests from the same device, assign guest access to the device.
Note:

e The guest SSID configuration described here was implemented with ClearPass version 6.6.10.106403.
e Make sure that the FQDN Certificate is installed on ClearPass before you configure it for guest logins.

To implement this, you need to define the following in ClearPass:

1. Enforcement Profiles
2. A MAC-Authentication Service
3. A Web-Based Authentication Service

Each of these is described in detail below.

Enforcement Profiles and Policies

Enforcement profiles define the actions used to assign roles. The ClearPass configuration needs to be
such that once a user is authenticated and is part of Guest user repository, then the following three
enforcement profiles are applied:

1. Send a RADIUS CoA with the Post-Authentication Role
2. Mark the endpoint as “Known endpoint” [Update Endpoint Enown]
3. Apply Arista MAC caching

You can define Enforcement profiles under Configuration > Enforcement > Profiles. The MAC Caching
Enforcement Profile is shown below.

Configuration = Enforcement » Profiles » Edit Enforcement Profile - Arista MAC Caching
Enforcement Profiles - Arista MAC Caching
Prafile Attributes
Profila:
Namaea: Arista MAC Caching
Description: Endpoint attribute updates for Employee
Type: Post_Authentication
Action:
Device Group List:
Attributes:
Type Name Value
1. | Endpaint Username = Fe{Authentication :Username }
2.|Endpoint Guest Role ID - % {GuestUser:Role 1D}
3.|Endpoint MAC-Auth Expiry = Ye{Authorization: [Time Source]:Five Minutes DT}

Note: The MAC-Authentication Expiry is set to five minutes in the figure above, which means that a guest
user reconnecting within five minutes of a successful authentication will not need to re-authenticate.

Enforcement profiles apply based on the configured conditions. As shown in the figure below, when the
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client matches a web-authenticated or cached guest, apply the “Post Auth” role. If any of the conditions

are not met, then the default profile, i.e. “Deny”, kicks in.

Enforcement Profiles - ARISTA_BYOD_GUEST-profile
m Prafile Attributes
Profile;
MNarme: ARISTA_BYOD_GUEST-profile
Description:
Type: RADIUS
Action: Acoept
Device Group List! 1. asvin-group
Attributes:
Type Name Value
1. Radius:Aruba Aruba-User-Role = ARISTA_BYOD_GUEST
£. Radius:IETF Session-Timeout = 360

Enforcement policies define the conditions that trigger the role assignment; they tie the enforcement
profiles to the services. You can define Enforcement policies under Configuration > Enforcement >

Policies. The MAC Authentication Enforcement Policy is shown below.

Enforcement Policy Datails
Description:
Default Profile: [Deny Access Profile]

Rules Evaluation Algorithm: first-applicable

Conditions Enforcement Profiles
(Tips:Role Cached-Guestl
L. \WebAuthenticated!) Copy_ol_LAllow Access Profile]
2. (Tips:Role ARISTA_BYOD_GUEST) ARISTA_BYOD_GUEST-profile

The figure below shows a summary view of the MAC Authentication Service configuration.
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Configuration » Services » Edit - Copy_of_CP2ndMethod_Asvin MAC AUTH
Services - Copy_of_CP2ndMethod_Asvin MAC AUTH

Authentication:

Strip Username Rules:

Authorization:
Authorization Details:

Roles:
Role Mapping Policy:

Enforcement:
Use Cached Results:
Enforcement Policy:

«_ Back to Services

Authentication Methods:
Authentication Sources:

[Allow All MAC AUTH]

1. [Endpoints Repository]
2. [Time Source]

. [Endpoints Repository]
. [Time Source]

B =

Copy_of_Arista-MAC-Auth

Enabled
Copy_of_2ndMethod_ARISTA_BYOD_GUEST

Authentication Authorization Roles Enforcement
Service:
Name: Copy_of_CP2ndMethod_Asvin MAC AUTH
Description: MAC-based Authentication Service
Type: MAC Authentication
Status: Enabled
Monitor Mode: Disabled
More Options: Authorization
Match ALL of the following conditions:
Type Name Operator Value
1.|Radius:IETF NAS-Port-Type BELONGS_TO (E:';‘?“”Et ) e et i
e |Ccnnection Client-Mac-Address EQUALS %{Radius:IETF:User-Name}
3.|Radius:IE’|’F MAS-IP-Address BELONGS_TO_GROUP asvin-group
4, |Radius:IErF NAS-Identifier CONTAINS Lab-Asvin-COA

[Disable ] Copy | Save ] Gancel

For a first-time user, the condition shown in the figure below fails and the default role is applied.

Description:
Default Role:

Conditions

{Authentication: MacAuth
1. {Authorization:[Time Source]:Now DT %
{Endpoint: MAC-Auth Expiry})

Summary Service  Authentication  Authorization m Enforcement
Rale Mapging Policy: Copy.of_krista- MACG-Auth 2

Role Mapping Policy Details

ARISTA_BYOD_GUEST

Rules Evaluation Algorithm: first-applicable

Raole
KnownClient)
Cached-Guestl

Add new Role Mapping Policy

The steps to configure the MAC Authentication Service are as follows:
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. Add a new service and select “MAC Authentication” as the Type.

. Configure the following two mandatory rules (rules 1 and 4 in the figure above are mandatory; the other

rules are optional) of the RADIUS IETF type:
NAS-Identifier contains the SSID name, and
. NAS-Port-Type belongs to “Wireless 802.11".

. On the Authentication tab, select [Allow All MAC AUTH] under Authentication methods, and specify the
[Time Source] and [Endpoints Repository] under Authentication sources, as shown in the figure above.

. On the Authorization tab, add [Time Source] and [Endpoints Repository] under Authorization Details.

. Onthe Roles tab, set the default role to the Pre-Authentication role configured in CloudVision Cognitive

Unified Edge. If the condition shown in the preceding figure fails, i.e., if the device is not in the ClearPass
cache, the default role is applied. Since that is the Pre-Authentication role, the device will be redirected to

the guest login portal.

. On the Enforcement tab, set the Default Profile to [Deny Access Profile] and define the conditions shown
below. The Enforcement Policy ties the service to the enforcement profiles. When the condition holds true,

the appropriate Enforcement Profile is applied. For example, if the role matches that of a web-
authenticated, cached guest, then the guest is allowed access.

Description:
Default Profile: [Deny Access Profile]

Rules Evaluation Algorithm: first-applicable

Conditions Enforcement Profiles
(Tips: Role Cached-Guestl .-
L WebdAuthenticated ) Copy_of_[Allow Access Profile]
2. (Tips:Role ARISTA_BYOD_GUEST) ARISTA_BYOD_GUEST-profile

Web Authentication Service

Finally, you need to configure the Web Authentication service. The figure below shows a summary view of

the MAC Authentication Service configuration.
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Configuration » Services » Edit - Copy_of_Asvin Web Auth

Services - Copy_of_Asvin Web Auth

m Service Authentication Authorization Roles Enforcement

Service:
Name: Copy_of_Asvin Web Auth
Description:
Type: Web-based Authentication
Status: Enabled
Monitor Mode: Disabled
More Options: Authorization

Service Rule

Match ANY of the following conditions:
Type Name Operator Value
il |Host CheckType MATCHES_ANY Authentication

Authentication:

Authentication Sources: 1. [Guest User Repository]
2. [Local User Repository]

Strip Username Rules:
Authorization:

Authorization Details: 1. [Time Source]
2. [Guest User Repository]

Roles:
Role Mapping Policy: Copy_of_Guest Roles for WebAuth
Enforcement:
Use Cached Results: Disabled
Enforcement Policy: Copy_of_Asvin COA policy
< Back to Services m

The process to configure the Web Authentication Service is the same as that of the MAC Authentication
Service.

An important difference is the Enforcement Policy for web-authentication. On the Enforcement tab, define
the enforcement policy as shown below. The Enforcement Policy ties the service to the enforcement
profiles. When the condition holds true, the corresponding Enforcement Profiles are applied. For example,
if the user is successfully authenticated, then the Post-Authentication role (PostAuth_COA in the figure
below) is applied, the client is added as a “Known Endpoint” and MAC Caching is applied for subsequent
connection attempts by this client.

External Captive Portal with RADIUS Authentication

The workflow for external captive portal with RADIUS authentication, i.e. guest user onboarding using a
captive portal, is shown below.
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Guest Client

HTTP Request for any URL

Enter username and password

4 Redirect browser to AP. Include username
and encoded password

Arista AP

ClearPass RADIUS

Redirect to ClearPass-hosted captive portal

Encode password using
the shared secret

RADIUS Access-Request (with username
and password)

RADIUS Access Accept

. The guest Wi-Fi client connects to an SSID and attempts to access a URL on the internet.

. The AP redirects the client to the ClearPass-hosted captive portal.

. The guest user enters the username/password in the portal and submits the page to ClearPass.

. Clearpass encodes the password (using the portal secret configured in CloudVision Cognitive Unified
Edge) and redirects the client web browser to the AP with the username and the encoded password

included as URL arguments.

. The AP decodes the password and sends an Access-Request to ClearPass with the username and

password.

. ClearPass responds with an Access-Accept granting guest access and the client is connected.

CloudVision Cognitive Unified Edge Configuration

The CloudVision Cognitive Unified Edge configuration consists of two steps:

. Point CloudVision Cognitive Unified Edge to the ClearPass guest captive portal.
. Add the ClearPass RADIUS server to the Guest SSID.

Each step is described below.

. To point CloudVision Cognitive Unified Edge to the ClearPass guest captive portal URL, enter the captive
portal URL under SSID > Captive Portal, in the Splash Page URL field as shown. The shared secret for the
guest portal (different from the RADIUS shared secret) is the UAM secret and it comes from the ClearPass

configuration described below.
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Captive Portal

[#] Captive Portal
Third-Party Hosted w

|

HTTFS Redirection

Waobsites that usars can sccoss bafora login

2. Add the ClearPass RADIUS server to the Guest SSID by clicking the RADIUS Settings link shown above.

ClearPass Configuration
Note:

e The guest SSID configuration described here was implemented with ClearPass version 6.6.10.106403.
¢ Make sure that the FQDN Certificate is installed on ClearPass before you configure it for guest logins.

Broadly, the ClearPass configuration for Guest access consists of two steps:

1. Configure the Guest Portal.
2. Create the Guest Service.

Each of these steps is described below in detail.

Guest Portal Configuration

Follow the ClearPass-recommended steps to create a guest portal under Configuration > Pages > Guest
Self-Registrations. Select the Advanced Editor. Go to the Login section; this is the Arista-specific portion of
the configuration.
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-g Guest [:] Home = Configuration = Pages = Guest Self-Registrations J
7 Onboard Ll Customize Guest Registration (Login)

“i, Configuration
Use this form to make changes to the guest self-registration instance Login.
w§ Start Here
l.“ Advertising Customize Guest Reglstration
¢ suthentication Login
L Content Mansger Options conbroding legging in for sof-regitensd guests
e Start Here Enabliesd:  Enable guest login o8 Network ACcess Server E
Pri Fik L= S
T hitp 1920 2. P54 Aopon Tres s SuCoHs
® ’
‘_} Guest Manager Submit URL: The URL of the RAS device's login form

R} Hotspot Manager sr B
* Subrmit Hethod:

B Pages Chaoots e method B0 use when logging into the NAS
wp Start Hore :
* Username Fighg; O — — : )
B Fieids The name of the usemame field for the MAS device's login form
WS ]
h mesayl * M1‘“w¢ F*ﬂ M ™y f i Bl T " - T TRy Sp—
[ T Guest Self-Ry The nasme of the passwond feld Tor ithe NAS devioe"s kogin forr
. -Registrations|
AP with Shafed Sesne (%]
¥ n * Passwand Encryption;
r"w'ﬂ} Lo Chaoose the bype of password encryplion bo use when logging info the NAS
Web Pa
" - UAM Secrpt: 1123456785
f Receipts " Enter the shares secret BEtmeen the WG device and e web login foem
i SMS Services
D Tronsiations
Extra Ficlds:

Specily sty additonal Reld rames and values to send o the BAS Devioe 55 name svalue pars, one per ne

Usemame Suffi:
The suffis 5 autnmatically apperaed o the uSEMame before DRJIng N e MAS

As shown in the figure above, the settings for this section are:

Enabled: Select “Enable guest login to a Network Access Server”.
Vendor Settings: Select “Custom Settings”.

Submit URL: Enter “http://192.0.2.254:80/logon?res=success”
Submit Method: Select “GET".

Enter the username and password

Password Encryption: Select “PAP with shared secret”.

Enter the UAM Secret you wish to use.

Guest Access Control
The ClearPass workflow to configure Guest Access Control consists of the following steps:

. Create the Guest Role.

. Define a Role Mapping, i.e., a set of conditions that assign the role.

. Define an Enforcement Profiles, i.e., the actions used to assign roles.

. Define the Enforcement Policy, i.e., the conditions that trigger the role assignment.
. Create a Service that ties everything together.

Each step is described in detail below.

. Create the “Guest” role as shown below.
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http://192.0.2.254:80/logon?res=success

Cashboard L] Confguration = Identity = Roles
[=] Monltoring Ll Roles

|t Canfiguration
i Start Here
L Services
& Authentication
& Identity
2 Single Sign=-0On (S50)
) Local Users
{3 Endpoints
£} Static Host Lists
e
() Role Mappings
T Posturna
{3 Posture Policies
{3 Audit Servers
I Enforcement
3 Palickes
{3 Profiles
-4 Natwork

Filter: Name ¥ || contsing 7 | guest #* nm
= Hame i Description
1 [ Guest] Default role for a Guest
Name: [Guewi]
Daescription: Default role for 8 Guest

2. Because the Guest SSID has only one role, the workflow does not require any mapping as such. Select
“Guest” as the Default Role and as the Role Name for whatever condition shows up in the Role Mapping

below.

aruvba

B adhlidrd
= Hnedtoring
iy TEnFigaration
3 Hart Hare
i Services
b Authentication
2 Tdentity
3 Single Sign-0n [S50)
O Local Users
3 Endpoints
Q) Static Host Lists
O Roles
o T
I Posture
i Posture Poldies
G Audit Servers

-

ClearPass Policy Manager

L] Configuration »» identity =» Role Mappings »*» Edit -Guest-Role-Arista
" Role Mappings - Guest-Role-Arista

[ e [N

Palicyi
Policy Name: Guest-Role-Arista
Descripticn: The roles used by Guest.
Default Roe: [ Gusest]
Mapping Bules:
Riuless Evaluation Algarthm: First applicabia
Condrtions Role Name
L {GuestUsar: Role 1D £} [Guest]

3. Create an Enforcement Profile. The action shown below allows a Guest user access only for 8 hours
(28800 seconds) after registration. ClearPass sends this value as a standard Session-Timeout attribute in
the RADIUS “Access Accept” message.

arvba

L, Configuration

L Start Here

{3 Services

=5 Authentication

& 1dentity

1 Posture

i Enforcament
3 Palicies
Ioeroties

- Metwark

£ Policy Simulation

2 Proifile Sattings

Dashboard Ll Configuration = Enfarcement = Prafiles = Edit Enforcement Prafile - Allow Access Palicy for BHrs
(=] Monitaring L] Enforcement Profiles - Allow Access Policy for BHrs

ClearPass Policy Manager

. I
Profila:

Marme: Alaw Access Policy for BHrs
Desoription: System-defined profile to allow metwork access
Type: RADIUS
Action : Aooept
Device Group List:
Attributes:
Type Hame Value

1. |Radius:IETF Session-Timaout - ZEEO0
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4. Define an Enforcement Policy that decides when the action (i.e., the Enforcement Profile) is triggered.

Shown below is an Enforcement Policy that allows access only on weekdays.

Dashbaard -] Configuration = Enforcement = Polickes = EGE - Weskdays-Only
(=] Manitering 1l Enforcement Policies - Weekdays-Only

“'"Q Configuration
3 Start Here
G Services
= Authentication
& ldentity

i Lol Uisers
1 Endipoints

0 Roies.
) Role Mappings
T Postune

i3 Ausdit Servers
B Enfarcement

EelPoiicies|

i Profiles

s, Metuerrly

i Single Sign-0n (S50)

i Static Host Lists

s Posture Poliches

Rules Evaluation Algorithm: Select first match O Select ol matches

Enforcement Policy Rubes:
Conditions

1 [ Cabe: Duay-of - Week
*|Fricay)

3 (Date: Day-of-Week
[ Add Fute__| Move Up

Saturdy, Sursday)

Monday, Tuesday, Wednesday, Thursday,

Move Oown |

Actions
Allow Access Policy for BHrs
[Deny Access Profile]

5. Finally, under Configuration > Services, create a Service to tie all of this together and point ClearPass to the
Arista SSID. As shown below, define a Rule that the NAS-Identifier in the RADIUS message “CONTAINS” the

value "Guest”.

‘ arvbg
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Japre—
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ClearPass Poboy Marager
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