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ARISTA

Analysis of MAC Randomization Schemes in
Wi-Fi Clients

This site will be decommissioned soon. All content is migrated to Arista Community Central. Visit Arista
Community Central for help articles and community engagement discussions on the complete range of
Arista products.

The Hardware MAC address of a Wi-Fi client is exposed to sniffers in an RF environment. The MAC address
of a Wi-Fi device, such as a mobile phone, tablets can be used by interested individuals or organizations to
monitor or track the user, resulting in a breach of user privacy—for example, a person with a Wi-Fi device
walking through a mall or any public space where Wi-Fi is deployed. By using the MAC address, the
location of that person can be tracked. Along with the current location, the number of previous visits, time
spent at a particular location or store can be derived easily.

To maintain user privacy, device or OS vendors such as Apple, Microsoft, and Google randomize the Wi-Fi
client MAC address. With MAC randomization, when a client tries to connect to a Wi-Fi network, it uses a
random MAC address instead of the Hardware MAC. Hiding the client Hardware MAC protects the privacy
of the user. The implementation of MAC address randomization is not standardized, hence the behavior
varies across OSes.

While MAC randomization ensures user privacy, it can also impact Wi-Fi network features that use client
MAC addresses for legitimate purposes, e.g., access control, roaming, etc. Therefore, it is important to
understand the details of MAC randomization.

Bit 7 of the MAC address (i.e the 2nd LSB of the first octet) is used to determine if it is locally generated or
not. If it is set to 1, then the MAC address has been locally assigned, either by the device itself or by a local
network authority, and is not guaranteed to be globally unigue. On the other hand, if the bit is set to O,
then the MAC address is globally unique. The first 24 bits of a globally unique MAC address are used to
determine the vendor (also called OUI, Organizationally Unique Identifier).

MAC Randomization in Different OSs

Android

Android 8 introduced the use of randomized MAC addresses for Wi-Fi clients that probe new networks and
are not currently associated with any network. In Android 9, the MAC randomization feature was
introduced as a Developer Mode option.

Android 10 introduced MAC randomization for association with Wi-Fi networks and the feature was turned
on by default. The user can turn it on or off on a per-SSID basis. Android 11 has the same implementation
of MAC randomization feature as Android 10. In addition, the Android 11 Developer Mode has a ‘Wi-Fi
enhanced MAC randomization’ flag. Enabling it allows the MAC address to change every 24 hours after the
device connects to an SSID that has MAC randomization enabled in the profile. The random MAC address
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is also changed on forgetting an SSID and reconnecting to it.

I0S

With iOS 14, Apple devices have MAC randomization turned on by default with a per-SSID on-off flag.
Further, randomized MAC addresses are used during probing. This is different from the SSID-specific
randomized MAC used during association. The same behavior is observed in iPad OS and WatchOS.

Windows
Windows introduced MAC randomization in Windows 10. Users can enable or disable the feature for all or
selected Wi-Fi networks. Windows 10 also allows users to randomize the MAC address every 24-hours.

The table below summarizes the implementation of MAC randomization in different OSs:

(OX] Default Behavior Per SSID Control Comments
Android 10 & 11 have MAC | Users can disable Wi-Fi MAC
Android randomization ON by randomization in the SSID
default. profile.
iOS has MAC Users can disable Wi-Fi MAC gaifessessegafg?orgéi? Mtﬁ(e;se
i0S14 randomization ON by randomization in the SSID diff ¢ P 9 i
default orofile are different from SSID-specific
: : random MAC addresses.
) Windows 10 has MAC Users can change the Ugers can choqse tp enable or
Windows S disable randomization. Users
randomization OFF by random MAC address
10 default setting per SSID can also generate a random

MAC address every 24 hours.

MAC Randomization Testing

We have considered the following OS versions for testing MAC randomization.

oS Version Build Device Under Test
Android | 1 RP1A.200720.009  Google Pixel3 & Pixel3A
Windows | 10 Pro, version 1903 | 18362.959 Dell Latitude 5480

i0S i0S14 14.0 iPhone 11
Android 11

Case 1: ‘Wi-Fi enhanced MAC randomization’ flag is disabled in Developer Mode.
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Step 1

e Connect a new SSID
¢ A new random MAC address is generated for the SSID and the same is used in the Probe Request. The
figure below shows the Probe Request generated by the device.

IEEE 802.11 Probe Request, Flags: ........
Type/subtype: Probe Request (0x04)
¥ Frame Control: Ox0040 (Normal)
puration: 0
pestination address: Broadcast (ff:ff:ff:ff:ff:ff)
Source address: aa:e8:2d:ae:5e:86 (aa:eB:2d:ae:5e:86)
BSS Id: Broadcast (ff:ff:ff:ff:ff:ff)
Fragment number: 0
Sequence number: 1917
IEEE 802.11 wireless LAN management frame
Tagged parameters (112 bytes)
# Tag: SSID parameter set: Broadcast
# Tag: Supported Rates 1, 2, 5.5, 11, [mbit/sec]

e The same address is used in the Association Request. The figure below shows the Association Request
generated from the device.

IEEE 802.11 association Response, Flags: ........
Type/Subtype: Association Response (0x01)

# Frame Control: Ox0010 (Normal)
puration: 0
pestination address: aa:eB:2d:ae:5e:86 (aa:eB8:2d:ae:5e:86)
source address: wibhuTec_c4:67:91 (00:11:74:c4:67:91)
BSS Id: wibhuTec_cd:67:91 (00:11:74:c4:67:91)
Fragment number: O
sequence number: 258

¥ IEEE B802.11 wireless LAN management frame
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In the screenshot, the MAC address is aa:e8:2d:ae:5e:86. In binary format, it is
“10101010:11101000:00101101:10101110:01011110:10000110Q". In this, the 7th bit of the first octet is set to 1,
indicating a locally generated MAC address.

. T

L Matwork datails

v

Step 2

¢ Disable MAC randomization in the SSID profile.
¢ The client automatically disconnects and reconnects to the same SSID with the Hardware MAC address.

e ®

L Meatweork datails

Step 3

e Enable MAC randomization in the SSID profile.
¢ The client automatically disconnects and reconnects to the same SSID
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e Random MAC address is used for this connection.
e The random MAC address is the same as in Step 1 (aa:e8:2d:ae:5e:86).

e W HwAAT

L Hataork ditails &g o &

v

Step 4

e Forget the SSID profile while the device is connected to the Wi-Fi network; it is observed that the user gets
disconnected from the network.

e Reconnect to the same SSID; Same random MAC address that was generated in Step 1 (aa:e8:2d:ae:5e:86)
is used for reconnecting to the SSID.

LAER ol

i Hetwork details g Q4 @
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Case 2: ‘Wi-Fi enhanced MAC randomization’ flag is enabled from Developer Mode.

85 W g

Step 1

e Connect a hew SSID
¢ On connecting to the new SSID after a new random MAC address is generated and used for that Wi-Fi
connection.

Step 2

¢ Disable MAC randomization in the SSID profile.
¢ The client automatically disconnects and reconnects to the same SSID.
e The client gets reconnected to the SSID with its Hardware MAC address.
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e *

Step 3

¢ Enable MAC randomization in the SSID profile.
¢ The client automatically disconnects and reconnects to the same SSID
e Random MAC address is used for the connection; MAC address is the same as in Step 1 (4e:15:a9:9¢:11:bc).

™

i B v chebadls

Step 4

e Forget the SSID profile while the device is connected to the Wi-Fi network; the device gets disconnected
from the network.

e Reconnect to the same SSID

o A new random MAC address for that wireless connection (5e:7e:b2:3c:c2:c0).
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i -

Metwork detalls

Step 5

e Reboot the device.
o After reboot, the device gets connected to the same SSID with a new random MAC address (different from
random MAC address generated in step 1).

wda W0

LS Metwork details

=

Step 6

e Connect the client to the same SSID after 24 hrs.
o After 24 hrs observed that client gets connected with new random MAC address.
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Eea 1l

Network details L MNetwork details

MAC Addresses: Day 1 (left) and Day 2 (right)
Step 7/

¢ Disable’'Wi-Fi enhanced MAC randomization’ from Developer Mode
e Upon disconnecting and reconnecting the client manually, a random MAC address is used for the Wi-Fi
connection; the MAC address is same as the one used in Stepl of Case 1 (aa:e8:2d:ae:5e:86).
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R

MNetwork

Windows 10

Case 1: MAC randomization is disabled from the Wi-Fi Setting menu

Wi-Fi

Random hardware addresses

wake it harder for ik
fierent Wi-Fi network etting

Step 1

e Connect to an SSID
e Random MAC address is not generated and the client gets connected to the SSID with the Hardware MAC
address
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o Randomization is disabled by default in the Network (SSID) profile.

[¢]

[¢]

[¢]

[¢]

 Jest

Random hardware addresses

Use random hardware addres

your location when you connect to this Wi-Fi netw
applies only to this network and any change will take effect the next

time you conmect.

Use random addresses for this network

Off

Step 2

Mabwork Connaction Datails
Proparty
Cormachon-specific DNS
Desscaiplion
Physical dddress
DHCP Enabled
1P Ackdress

» make it harder for people to track (IR

. This setting

Lease Dbdained

Lixasx Expings.

1P Detault Gateway
1Pl DHCP Sanved

|Pwd DMS Server

1P WINS Sever
NatBIOS o Tepip Enab
Lini-bocal 1P Addrass
IPvE Dalaull Galevey
Pyl DMS Server

Wakue

IntelfH) Dual Band Winslass-AC 8265
20-CE-IF-02-58-A0

Yas

192 1680112

2552552550

Wadnesday, July 23 3000 2 52.56 PM
Thursday, July 23, 2020 2:52-55 PM
1926801

192 18801

192 16801

TS

Taddl Scoebadl 5e81 55ad% 7

Enable SSID-specific MAC randomization while the device is connected to the Wi-Fi network;
The ongoing association is not broken and the client stays connected to the SSID.
Disconnect from the Wi-Fi network and reconnect manually to the same SSID

A randomized MAC address is used for the new association.

m  Jest

Random hardware addresses

Use random hardware addre

your location when you connect to this Wi-Fi network. This setting

applies
time you connect.

Use random address

On

Step 3

his network and any change will take effect the next

s for this network

Metwork Connection Delails
Propsaity
Conneclion-spacific DNS
Descriplion
Prersical Address
CDHCP Enabiled
1P Addiress
1Py Sl Marsk
Leasas Obtained
Leass Evpias
1P Dol Gl vy
1P DHCP Sanver
1Py DNS Seivel
1Pyt WINS. Sorver
NelBI05 over Topip Enab
Link-local IPVE Address
1Pl Dl Gl vy
Pl DNS Server

5 to make it harder for people to track

Wialue

e} Digal Band Wirelass-AC 8265
A2-A8-52-57-41-8C

Yes

182.164.0.11

2352552550

‘Widnesday, July 22, 2020 2:45:08 PM
Thursday, July 23, 2020 24505 PM
192 16801

192 168.01

182.164.0.1

Yes
1805421 be25 o4 B dbit% 7

Disable SSID-specific MAC randomization;
The ongoing association is not broken and the client stays connected to the SSID.
Disconnect from the Wi-Fi network and reconnect to the same SSID;
Hardware MAC address is used for the new association.
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@ Test

Random hardware addresses

Uze random hardware addresses to make it harder for p
your location when you connect to this Wi-Fi network. T

applies only to this network and any change will take effect the next

time y connect.

Use random addresses for this network

Off

Step 4

Mabwork Connachon Dadals
Propaerty
Connecton-speshic DNS
Descnplion
Physical Sddress
DHCP Enabied
1Pwd Addrass
1P Subineat Mask

Lease Oblained

ople to track
etting

Laase Expres

1P DHCF Server

1P DNS Senvr

1P WINS Senver
HatBIOS over Tepip Enab
Limk-lozal PG Addrass
1P Dlanadt Gabivariry
1P DNGS Seaves

W il

Inkelf R} Dusal Band Wirebass-AC 8965

28-00-3F-02-58-AC

Yas
192 1880112
2552552550

Wadnesday, July 22, 2020 25057 PM
Thursday, Juby 23, 2020 2 50:53 PM
192 168.0.1

182.168.0.1

192 168,01

h(
Ped fooe bddG Hol 1. 5had%

L=

e Select the ' Change daily’ option while the device is connected to a Wi-Fi network
o Random MAC address is generated and the same is used for that wireless connection on the next calendar

o The random MAC address generated on day1 is '82-A8-92-97-41-9C" and MAC generated on day 2 is

o

[¢]

day.
'‘B2-26-05-00-A0-CF".

m  lest

Random hardware addresses

only to th
time you connect,

Use random addres

Change daily

Step b

Forget the SSID

Matwork Connection Datails
Froperty
Conmpcton-specific DNS
Dascrplion
Frysical Adkdness
DHCP Enablad
1P Addrass
IPwd Subnat Mask
Leasa Dblaned
Lisase Expirgs
1P Default Gateway
1P DHCP Server
1P DNS Sesrvr
IPwd WINS Senmer
MNedBIUS over -LFIFI Enalb
Lirk-lscal 16 Addnass
1P Dalaut Galewery
1Pl ONS Server

Walle

Inted{ R Cusal Band Wirsless-AC 8285
B2-26-050-00-A0-CF

Vs

162 1680109

200250 25590

Thursday, Juby 23, 2020 1:35%56 PM
Fridany. July 24, 2030 1:35:56 PM

192 16:48.0.1

1682 164.0.1

162 168.0.1

Tes
T80 BEIE 8625 5258 217E6%7

The client is disconnected from the Wi-Fi network

Reconnect to the same SSID

Hardware MAC address is being used for the new association; note that by default randomization is

disabled for a new network (SSID) profile.

© Arista Networks
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 Jest

Random hardware addresses

Use random hardware addres
your location when you connect to this Wi-Fi netw
applies only to this network and any change will take

time you oo mmect.

to make it harder for people to track
. This setting
=ffect the next

Use random addresses for this network

Off

Mabwork Connaction Datails
Proparty
Cormachon-specific DNS
Desscaiplion
Physical dddress
DHCP Enabled
1P Ackdress

P4 Subnat Mask

Lease Dbdained

Lixasx Expings.

1P Detault Gateway
1Pl DHCP Sanved

|Pwd DMS Server

1P WINS Senves
NatBIOS o Tepip Enab
Lini-bocal 1P Addrass
IPvE Dalaull Galevey

Pyl DMS Server

Wakue

IntelfH) Dual Band Winslass-AC 8265
20-CE-IF-02-58-A0

Yas

192 1680112

2052352550

Wadnesday, July 23 3000 2 52.56 PM
Thursday, July 23, 2020 2:52-55 PM
1926801

192 18801

192 16801

TS

Taddl Scoebadl 5e81 55ad% 7

Case 2: MAC randomization is enabled from the Wi-Fi Setting menu.

Random hardware addresses

Step 1

mke it harder for people

riErt Wi-Fr nétworks, Ths

e Connect a new SSID (for which there is no existing SSID profile)
o The client gets connected to the SSID with a random MAC address (MAC randomization is automatically

enabled for the SSID).

© Arista Networks
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m  Test

Random hardware addresses

Use random hardware addresses to make it harder for people to track

this network and any change will take
time you connect.

Use random addresses for this netwaork

on

Step 2

act the next

Mitwirk Connschon Daelals

Froparty
ConngchionSpachc DNS

Description

Plwrsical Addrpss
DHCP Enabliad

1Py Addnass

IPvdl Subneat Mask
LSy O airesd

LBass CxXpinas

1Pyl Dtandt Gabiswary
1Py DHCP Servar

IPvd DNS Sever

1Py WINS Sanver
MalBIOS oved Tepsd Enab
Link-kocal |1Pw Addrass
IPvE Digdault Gabewsay
IPvii NS Server

Value

niedH) Dual Band Wireless-AC 82465
42.58-08-1B-C1-BA

Tes

192 1680113

2552552550

Wisdnesday, July 22 2020 3:00-19 PM
Thursday, July 23, 2020 30019 PM
182 16801

192 16800

182 16801

Yes
el 356 13d 1 1810 8ET0% 7

Disable SSID-specific MAC randomization while the device is still connected to the Wi-Fi network

Wi-Fi connection does not break down.

Disconnect and reconnect manually to the same SSID

Hardware MAC is used for the new association even though the global MAC randomization option

enabled.

@ Test

Random hardware addresses

Lise random hardware addresses to make it harder for people to track

your location when you connect to this Wi-Fi network. This setting

applies only to this network and any change will take effect the next
time you

connect

Use random addresses for this network

ot

Step 3

Enable the SSID specific MAC randomization
The ongoing association is not broken

Disconnect and reconnect the client to the same SSID

Network Connection Detals
Progesty
Connechon-specific DNS
Dascription
Priysical Address
DHCP Enabiad

Pred Aviicrenss.

Pvd Subnat Mask
Leasa Oblained

Lease Expires

Pl Dhaladt Galarwany
Pyd DHCP Sarver

Pvd DNS Senver

Pl WINS Senver
MelBI0S over Topip Enab
Link-ocal 1PvG Addness
P Dealault Galeway
Pl DNS Senver

Wl

niel(R) Dual Band Wireless-AC 8265
28-06-3F-02-58-AC

i

1921880112

2552552550
Wednasday, July 22, 2020 51932 PM
Thursday, July 23, 2000 51029 PM
1926801

192.188.0.0

192 18801

Yes

BeE0 Sec b4 b 5081 S5ad% T

MAC address is the same the one generated in Step 1(42-5B-09-1B-C1-BA).

© Arista Networks

remains

[ 14



ARISTA

Test

Random hardware addresses

Use random hardware addresses to make it harder for people to track
your location when you connect to this Wi-Fi network, This setting
applies only to this network and any change will take effect the next

time you connect.

Usze random addreszses for this netwark

On

Step 4

e Enable the * Change daily’ option for the SSID profile

Metwork Connechon Delals
Proparty
Connection-speclc DNS
Dascrplion
Piysacal Address
DHCF Enabled
IPvd Auddress
1P Subned Mask
Leasa Oblamed

ease Expres
1P Deatault Gateway
Pvwd DHCFP Sanes
IPvd DS Sarsar
1Pl WINS Senvar
HelBIOS over Topip Enab
Link-iocal 1PvE Sddress
Py Datalill Gatewsy
IPvll DNS Sanve

Valusa

Inbis(R} Dwal Band Wirshess-AC 3265
42-58-09-1B8-C1-BA

Yes

1921880113

2R3 255510

Wednisday, July 22 2020 52102 PM
Thursday, July 23 2020 532058 PM
19218300

18216601

192 16801

s

fed0 3150 13d 11800 8870 %7

o New random MAC address is used the next day (Day 1 MAC address: 42-5B-09-1B-C1-BA and Day 2 MAC

address: 1A-37-E1-A9-56-49).
@ Test

Random hardware addresses

Use random hardware addresses to make it harder for people to t
your location when you connect to this Wi-Fi network. This setting

applies only to this ne
time you connect.

Use random addresses for this netwark

Change daily

Step 5

k and any change will take effect the next

Metwork Connachon Dedails
Propearty
Conrection-specfic DNS
Lhascophon
Pysacal Address
DHCP Enabled

Fv4 Address

Pl Subned Mask
Laase Qblared

Leasa Expres

Pwd Dalaul Gateway
Pyd DHCP Soner

Pwd DNS Saner

Pud WINS Sanver
MEBIOS over Topip Enab
Link-ocal 1P Aadrass
Pl Dalaul Gateway
Pyl DS Sarge

W alua

Inted(R]} Cuad Band Wirsless-AC 8205
1A-37-E1-AD-56-40

s

192 1680007

255 355 255 0

Frickiny, July 24, 2020 122301 PM
Saturday, July 25, 2020 12:23:.02 PM
192 16801

192168001

192 16800

s
fadl: T5ciibcbe D856 9515%7

e Forget the SSID; the device gets disconnected from the Wi-Fi network.

e Reconnect to the same SSID

o A new random MAC address is generated. The newly generated MAC address is different from the MAC

address generated in Step 4 (1A-37-E1-A9-56-49).

© Arista Networks
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 Test

Random hardware addresses

Use random hardware addresses to make it harder for people to track
your location when you connect to this Wi-Fi network. This setting

applies only to this netwark and any change will take effect the next

time you connect.

Use random addresses for this network

On

i0S 14
Step 1

e Connect the iPhone to a new SSID

MNetwork Connachion Detals
Propuasty
Connechion-spechc DNS
Drasciphon
Piysical Address
DHCP Enabled
IPvd Address
1Pl Sulined Mask
L bl
Leasa t:‘FFTE'S
IPwd Derfaiill Gatewiay
IPvd DHCP Senver
IPwd ONS Sanvel
Pl WINS Sarver
MelBIOS over Tomp Enab
Link-ocal IPvE Addross
1P Dafaull Gateway
IPvE DINS Sanai

Wl

mled(R) IDwsal Band Winsbess-AC 8265
BE-8F-1C-80-2A-20

Yes

192 168.0.114

255.255.255.0

Wisdriebday July 22 2020 52230 PM
Thursday, -July 23, 2020 522 75 FM
182 168.0.1

18216801

182 164.0.1

b
Ted0 1865 3550 81 2e T240%7

¢ A new random MAC address is generated for the connection and a totally different random MAC address

is used in the Probe Request.

¢ The figure below shows the Probe Request frame generated from the iPhone.

IEEE 802.11 Probe Request, Flags:
Type/subtype: Probe Reguest (0x0d4)

# Frame Control: Ox0040 (wormal)
puration: 0
Destination address: Broadcast (ff:ff:ff:fF.FF:FF)
Source address: 46:08:ae:ab:78:87 (46:08:ae:ab:78:8T)
BSS Id: Broadcast (ff:ff:ff:ff:ffiff)
Fragment number: O
Sequence number: 2039

IEEE 802.11 wireless LAN management frame
Tagged parameters (93 bytes)

# Tag: SSID parameter set: Broadcast

# Tag: Supported Rates 1, 2, 5.5, 11, [Mbit/sec]

# Tag: Extended Supported Rates 6, 9, 12, 18, 24, 36,
# Tag: D5 Parameter set : Current Channel: 3

48,

54, [Mbit/sec]

The figure below shows the Association Request frame generated from the iPhone.

IEEE 802.11 authentication, Flags:
Type/subtype: authentication (0x0b)

# Frame Control: OxO0BO (Normal)
puration: 60
pestination address:
Source address:
BSS Id: 30:86:2d:a0:18:00 (30:86:2d:a0:18:00)
Fragment number: 0
Sequence number: 1696

IEEE B802.11 wireless LAN management frame

30:86:2d:20:18:00 (30:86:2d:a0:18:00)
ee:ec:77:fl:9e:6e (ee:ec:77:f1l:9e:6e)

e The profile of the newly connected SSID has MAC randomization automatically enabled (referred to as

‘Private Address’ in the figure below).

© Arista Networks
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158 e

£ W Vivele_i0%_1d_wPAZe

At Join i
Private Address (
- kv

Lwi Db Moty

Confgus IP

1P Aciirass

St Mask

Rowuter

Step 2

¢ Disable MAC randomization in the SSID profile; a confirmation message pops up.

¢ On selecting the ‘Disconnect’ option, the iPhone automatically disconnects and reconnects to the same
SSID.

¢ The client gets reconnected to the SSID with its Hardware MAC address.

© Arista Networks |17
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=38 b 11:39 L]

CWREL Vivek_iOS_14_WPAZ#1 £ Wi-F Vivek_i0S_14_WPA2m

Forgat This Metwork Forget Tt

Auto-Join (:I Aurbos Jain ( )

Frrvate ACOness Private Address

Wi-Fi Address. EEEC: 7T FI9E6E Wi-Fi Address
Usinga| ’ #hone - - .
r—] Turning off private Wi-Fi .
mddress will temporarily
disconnect your iPhone from
Low e wyiypk_jo5_14_WPAZET"
Lioew Diak. et

o call e P . et
il | Dis o
Wean Lo Cance e B ¥ ]

Liows Drata Mode

B groun T, BT 38 TGOS BTG BYE pauned t ing
Yl ADDELSS

Configure IP Aot Configuny |P
P Adddress 30.30.30.73 P dgldress
Subnet Mask 255.255.255.0 Subnet Mask

Rauter 30300 30,10 Rl

Renew Lease

Step 3

¢ Enable MAC randomization in the SSID profile; a confirmation message pops up

e On selecting the ‘Disconnect’ option, the device automatically disconnects and reconnects to the same
SSID with a random MAC address

e The random MAC address is the same as in Step 1 (EE-EC-77-F1-QE-6E).
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nan T

< Wi-Fi Wivel_iO5_14_WPAZ#1
Forgat This Matwork
Aubo=Join

Private Address (:I
Wi-Fi Addrass CCBEQACE D98 FS
Lty & | N =y
acvoes o Turning on private Wi-Fi

sddress will temporarily

disconnect your iPhone from
LowDi  eyjuek_j0S_14_WPAZET"

Lovar [ Bt
ol ow o r ——_—
When Lo Canced Disc C —

BRCHG it 50, ST 35 FTRROE SYRCIL @10 pasad

Pl ADDRESS

Configura IP Automatic
P Address 30.30.30.75
Suibnet Mask 255,255 2550
Router 30.30.30.,01
Rareey LEase
S O —————

Step 4

1=

£ Wi-F Vivek_IOS_14_WPAZ#1

Auto-Join

Private Addrass
Wi-Fi Address

Lowes Diatla Mode

Configura 1P
IP Addiress
Subnet Mask

Router

e Forget the SSID profile while the device is connected to the Wi-Fi network; it is observed that the user gets

disconnected from the network.

e Reconnect to the same SSID; the same random MAC address that was generated in Step 1 (EE-EC-77-

F1-9E-6E) is used for reconnecting to the SSID.
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Join T

S————

Automatic

1:41

Auto-Join

Private Address

Wi-Fi Address

Low Data Mode

Configure IP
IP Address
Subnet Mask

Rovuiber

£ Wi-f Vivek_lOS_14_WPAZ281

=

Note: On upgrade to iOS 14, even though MAC randomization is ON by default, the MAC address
corresponding to known networks (SSID) remains the same as Hardware MAC address for more than 24
hours and it changes to random MAC after that which remains constant.

Summary

Default Behavior

Android 11

MAC randomization is
default ON and users
cannot change it.

Windows 10

MAC randomization is turned
OFF by default. Users have
the option to turn ON/OFF
MAC randomization.

© Arista Networks
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MAC randomization is
default ON and users
cannot change it.
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Connection to an
SSID for the first
time

Connection to
existing SSID

Disable MAC
randomization for
an SSID

MAC
randomization
Disable for all SSID

SSID Profile Forget
and Reconnection

On connecting for the
first time to an SSID, a
new random MAC is
generated for the
connection.

On disconnecting and
reconnecting to the
same SSID, the same
random MAC is used for
the connection.

On disabling MAC
randomization, the
device is automatically
reconnected to the SSID
with Hardware Wi-Fi MAC
address.

NA

On forgetting the SSID
and reconnecting to it,
the same SSID specific
random MAC is used for
a connection.

1. - MAC Randomization OFF

On connecting to a new

SSID, Hardware MAC is used

for the connection
+ - MAC Randomization ON
- On connecting to a new

SSID random MAC address is

used for that connection

« With MAC Randomization
ON, disconnecting and
reconnecting to the same

SSID results in the same MAC

address being used.

- MAC Randomization is OFF

On disabling MAC
randomization, the user has

to manually reconnect to the

same SSID (Hardware MAC
address is used)

- MAC Randomization is ON
On disabling MAC
randomization, the user has

to manually reconnect to the

same SSID (Hardware MAC
address is used)

On disabling MAC
randomization for all SSIDs,
the device uses Hardware
MAC address for
reconnection.

- MAC Randomization is OFF

On forgetting the SSID and

reconnecting to it, Hardware

MAC address is used for the
connection

- MAC Randomization is ON
On forgetting the SSID and
reconnecting to it, a newly
generated random MAC
address is used for the
connection.

On connecting for the
first time to an SSID, a
new random MAC is
generated for the
connection.

On disconnecting and
reconnecting to the
same SSID, the same
random MAC is used for
the connection.

On disabling MAC
randomization, the
device is automatically
reconnected to the SSID
with Hardware Wi-Fi MAC
address.

NA

On forgetting the SSID
and reconnecting to it,
the same SSID specific
random MAC is used for
the connection.

For details on how MAC randomization impacts Arista Wi-Fi features, see the whitepaper.
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https://www.arista.com/assets/data/pdf/Whitepapers/MAC-Randomization-Behavior-and-Impact.pdf

